EduClasses

Cyber Security — Course Syllabus

Learn ethical hacking, network security and cyber attack prevention.

Tools & Technologies Covered

Kali Linux, Wireshark, Nmap, Metasploit, Burp Suite, Firewalls

Course Modules

Module 1: Networking & Security Fundamentals
e TCP/IP, DNS, and network protocols

e Firewalls, VPNs and IDS/IPS

e Security policies and risk assessment

Module 2: Ethical Hacking Basics

e Reconnaissance and scanning with Nmap
e Vulnerability assessment

e Introduction to Kali Linux tools

Module 3: Web & Application Security

e OWASP Top 10 vulnerabilities

e Web application penetration testing with Burp Suite
e Secure coding practices

Module 4: System & Network Penetration Testing
e Exploitation using Metasploit

e Privilege escalation techniques

e Traffic analysis with Wireshark

Module 5: Incident Response & Compliance
e Digital forensics basics

e Incident response planning

e Security compliance and reporting

Learning Outcomes

e ldentify and assess common network and application vulnerabilities
e Perform basic penetration testing using industry-standard tools
e Understand and apply cyber attack prevention strategies

For more details, batch timings and enrollment, visit the EduClasses website or contact our admissions team.



